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1 Introduction

In previous lectures, we discussed the existence of Pseudorandom States (PRS), which are effi-
ciently preparable quantum states that are indistinguishable from Haar-random states. Today, we
address the dynamical analog of this question. Haar-random unitaries are fundamental to quantum
information, appearing in randomized benchmarking, black-hole dynamics models, and quantum
cryptography. However, implementing a truly Haar-random unitary on n qubits requires exponen-
tial circuit depth (O(2%") gates). This motivates a central question in quantum learning theory
and quantum cryptography:

Can we construct efficient polynomial-size quantum circuits that are
computationally indistinguishable from Haar-random unitaries?

If such circuits exist, we call them Pseudorandom Unitaries (PRUSs). Their existence implies
a fundamental hardness of learning: if a unitary is a PRU, no polynomial-time algorithm can learn
its input-output behavior or distinguish it from a maximally random evolution.

1.1 The Main Result

Theorem 1 (Existence of PRUs). Assume the existence of quantum-secure one-way functions
(OWFs). Then, there exists an ensemble of efficiently implementable unitaries that is computa-
tionally indistinguishable from the Haar measure.

Specifically, for any polynomial-time quantum adversary A making ¢t = poly(n) adaptive queries:
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2 The Construction

2.1 Information-Theoretic Construction

To prove security, we first analyze an information-theoretic idealization where cryptographic prim-
itives are replaced by truly random functions.

Definition 1 (Ideal PRU Construction). Let N = 2". The unitary U is defined as the composition:
UIZPW-Ff-C (2)

where:



1. C € C, is a uniformly random Clifford unitary (provides global mixing).
2. Fy is a random phase oracle defined by a random Boolean function f : {0,1}" — {0,1}:
Fyla) = (~1)®|a) 3)
3. P; is a random permutation oracle defined by a random permutation m € Sy:
Prla) = [m(z)) . (4)
Remark 1 (Computational Instantiation). To obtain an efficient circuit, we replace:

e The random function f with a quantum-secure pseudorandom function (PRF).

e The random permutation 7 with a quantum-secure pseudorandom permutation (PRP).

Both primitives can be constructed efficiently assuming quantum-secure one-way functions exist.
The Clifford group is a 3-design and can be sampled efficiently (O(n?) gates).

3 Proof of Indistinguishability

Let A be a quantum adversary that makes t = poly(n) adaptive queries to the unknown unitary.
We must bound the trace distance between the system state when interacting with the PRU versus
the Haar ensemble. First, let us write down the output state from any quantum algorithm making
t queries to an unknown unitary U,

t
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We have a system register of n qubits A and an ancillary registor of m qubits B. The n-qubit
unitary U4 acts on the n-qubit system A. We will index the register each operation acts on in the
following. We would like to understand how small the following is:

wP‘fr'Ff'Cwaﬁ'Ff.C’ - EU:Haar|¢U><1/)U’ H 1 (6)
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3.1 Purification

Consider any fixed n-qubit unitary C' (not necessarily Clifford). We can purify the mixed state
when 7 and f are chosen randomly to obtain the following state:
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By construction, we have

Er 7 F5 O F1C g = Trpp|¢ )6 | aprp. (8)
We can expand the definition of Pr and F to obtain
t

6 aprr = D [[wiXzilaCaWiag 10"™) 45 10 y) pp (9)
z1,...,x¢€{0,1}" i=1
yla"'7yt€{071}n
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3.2 Geometry

It’s a simple exercise to check that:

° |<AI;m7y>FP =0 if z1,...,x are distinct but y1, ...,y are not distinct.
° |<I> y)pp = 0if 21,..., 24 are not distinct but y1,...,y; are distinct.
° (zl;xy ‘(BLZ/>FP = % if 21,...,x; are distinct and 1, ...,y are distinct.

It’s also a simple exercise to check the following inner product relation:

~ ~ 2n )] i i
o (P |Pry) pp = - o ) 5{(%%)}2 (@)l }s if x1,...,x; are distinct, and y1, . . . , y¢ are distinct,
and 2, ..., x} are distinct, and v, ... ,yg are distinct.
. <<T>I/7y, |(I)fv,y>FP =0if z1,..., 2 are distinct, and yi, . .., y; are distinct, but 2, ..., z} are not
distinct, and yi,...,y; are not distinct.

This means there exists an isometry Compress from F P registers to XY registers such that for any
x=(x1,...,2),y = (y1,...,y) that consist of distinct bitstrings,

Compress [B.) np = \/M {9}y » (11)

where |[{(z,v:)}i) \FZ Oty ., 2t) RO |Y1, .-, Yt) - (12)

We give this isometry this name because it compresses an O(2")-qubit register to just O(nt) qubits.
We can now define the projector:

2~ -
pp = Z m|®z7y>(®x7y|pp = Z Compress'|S)(S|xy Compress.  (13)
T1<.. <y S={(ziyi)}i_,
Y1, yz:distinet x1,.“,xz:distilrrct
Y1,...,y¢ distinct

Using this geometric characterization, we have:

t
‘¢C>ABFP = Z H’yixxi‘ACAWi,AB ’0n+m>AB 1Pay) pp s (14)

T1,...,x¢:distinct 1=1
Y1,...,y¢ :distinct

t
+ > [lviX@il aACaAWi a5 10" 45 | Pay) pop - (15)

T1,...,x¢:n0t distinct 1=1
Y1,-..,y¢:not distinct

Furthermore, we have:

Compress - Il pp - |¢C>ABFP - (16)
(2n —t)! e
on1 g > H’yz (il ACAWiaB |0™7™) 4 {(i, yi) }i) (17)

x1,...,r¢:distinct =1
Y1,...,yt:distinct



3.3 Invariant State and Path-Recording Oracle

Inspired by the final expression, we define the invariant state

W apxy =\ o [T laCaWian 077 4 (b yy - (08)

xl,...,xte{o,l}" =1
Y1,...,y¢ :distinct

Using 3 cr0.13n 12) @ (2] C =32 (0132 C ly) ® (yl, we have
Lemma 1 (Invariance). For any n-qubit unitary C, 7°) s5xy = (C%)x [n") snxy -

Definition 2 (Path-Recording Oracle). Consider the isometry PRO that takes in any x € {0,1}"
and any set S = {(xz,yl)}‘ill such that [S| < 2" and yi,...,ys are distinct, and maps to

PROJ)1[S)y = e 3 WhalShay- (19

y¢y17"'7y|5\
It is another simple exercise to check that this is an isometry.

We can rewrite the invariant state using the path-recording oracle:

t
|770>ABXY = <H PROAxy - Ca - Wi,AB) 10"47™) 45 ) xy - (20)
i=1

This immediately implies that the invariant state has unit norm:
Lemma 2 (Unit Norm). (n[n%) 15y = 1.

We also define the distinct subspace projector:

My = > e m)a, . mx (21)

x1,...,x¢: distinct

By construction of |n®) Apxy We have the following bridge between the F'P purification and the
XY purification:

Lemma 3 (Bridge). Ix [n) 45y = Compress - IIpp - [¢€) 45pp - Hence,

Trxy (HXMCXVIC!ABXYHX) =Trpp (HFP!¢C><¢C\ABFPHFP) . (22)

3.4 Almost Distinct
By the Bridge lemma, we have

Tr(In“ Y| aBxy) — Tr(xy In)n® | apxyIxy) (23)
=Tr(|¢“N¢ | aprr) — Tr(rp|¢° )Xo |aprrIlFp). (24)

From the Gentle Measurement Lemma in Lecture Note 8, we have

| Trrp (16X | aBrp) — Trrp (Trp|o© X ¢ |aprrrp)|, (25)
= Tr(|¢“ W% | aprp) — Tr(pp|oS NoC | aprpIlrp) (26)
=1- <770| xy |770>ABXY (27)
= Tr(In¥nCapxy) — Tr(Mxy [0 Y0 apxyIlxy) (28)

(29)

= | Trxy (InXnaBxy) — Trxy (Txy [0 )0 |apxyxy)]); -



For any C' sampled from a 2-design, we have

Ec [1— (n°|Txy [19) apxy] (30)
< Z Z Ec (n°| (|2)zlx, ® |2)z]x, ® Lexi#x;) \770>ABXY (31)
i<je{l,..t} ze{0,1}»
- > > (' Eo(CH2)2lx,C ® CHzNzlx,C @ Lx, 2x,) ") apxy (32)
i<je{l,...,t} ze{0,1}"
1 I I
= Z Z w2 1) (n'[ (I +SWAPx, x,) [n") apxy (33)
i<je{l,...,t} ze{0,1}"
2 tt—1) 2
< = < —. 4
< 2 @yn vl cw (39

i<je{l,...,t}

This implies that applying the distinct subspace projector changes the state by an exponentially
small amount for any polynomial ¢.

3.5 Roadmap
Consider any C sampled from 2-design (either Clifford or Haar).

En sl O P FrC 4 p = EeTrpp (|0°X6% | aBrp) (Purification)
~EcTrpp (pr|¢5C ¢C|ABFPHFP) (Almost Distinct)
=EcTrxy (Hx\n (n“|apxyIly) (Bridge)
~ EcTrxy ( Xn |ABXY) (Almost Distinct)
= Trxy (In"Yn'|aBxy) (Invariance)

The two approximation incurs trace distance error of t2/2". Hence,
[En,pcl™ 1N 11 ap = Texy (In")n'|apxy) |, < 2(62/2"). (35)
By considering C' to be either Haar-random or Clifford, we have
B .l 7Y — Buptnar 0 )V | < 4(87/27). (36)

This completes the proof of the existence of PRUs. In PSET 5, you will derive how to construct
PRUs in extremely low depth, which will then lead to a wide range of hardness of learning results
(time, causality, topological order, phases of matter, spacetime geometry, etc.).
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